Being Considerate of Friends when emailing
· If emailing a group of Friends who will then be having an email discussion about the topic in the email, then putting those email addresses in the “to” box is appropriate. When doing this you should know that those Friends have given permission for their addresses to be shared, or it can be reasonably assumed they expect this to happen for undertaking a task they have agreed to do.
· If emailing a group of Friends something like a newsletter, then putting your own email address into the “to” box and all the other addresses in the “bcc” box helps keep personal information secure

· if someone on that list then forwards it on to others without deleting the email addresses section 

· if someone’s computer security is compromised (it is much harder to hack addresses in the bcc box)
· Before circulating information on a particular subject to every address on your email list, ask yourselves whether this is the best way.

· If circulating a string of emails to anyone else, delete the email address section of each email in the thread thus not passing on email addresses of people who haven’t given you permission to do so. (Also consider deleting some of the emails leaving only the ones you are wanting people to read – and making it more likely that they will do so!)
· Please keep your computer’s security protection up-to-date.

Chapter 20 of With a Tender Hand (a resource for eldership and oversight) by Zelie Gross helped in compiling these advice notes.

There is also guidance on the Information Commissioner’s Office (ICO) website on sending emails to multiple recipients:
https://ico.org.uk/for-organisations/guide-to-data-protection/encryption/scenarios/sending-personal-data-by-email/
https://ico.org.uk/for-organisations/guide-to-data-protection/it-security-top-tips/
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